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1. FOCUS

This document focuses on the SSL/TLS analysis report for the server where CAN is deployed. This
report basically checks whether there is enough strengthening or tuning of SSL configuration in the
server to prevent attacks.

2. ANALYSIS TOOLS

This document uses 2 major tools to analyze SSL/TLS configuration issues.

2.1 SSLyze

A python tool which allows user to analyze the SSL/TLS configuration of a server by connecting
to it, in order to detect various issues (bad certificate, weak cipher suites, Heartbleed, ROBOT,
TLS 1.3 support, etc.).

2.2 Testssl

A shell script tool which checks a server's service on any port for the support of TLS/SSL
ciphers, protocols as well as recent cryptographic flaws and more.

3. REPORT

3.1 SSLyze report

I~

5 python -m sslyze --regular avanseuscanintegration.com

AVAILABLE PLUGINS

RobotPlugin
SessionRenegotiationPlugin
OpenSslCipherSuitesPlugin
CompressionPlugin
CertificateInfoPlugin
HeartbleedPlugin
FallbackScsvPlugin
SessionResumptionPlugin
HttpHeadersPlugin
OpenSslCcsInjectionPlugin

CHECKING HOST (S) AVAILABILITY

avanseuscanintegration.com:443 => 65.2.62.244
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3.2 Testssl report
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4. Conclusion

The results from the tool outputs indicate that SSL/TLS configuration in the server is appropriate.
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