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1. Aim
The aim of this document is to configure, setup and run SFTP server on any Kubernetes based
platform.

Many customers ask for SFTP service. SFTP service is used to transfer the data files like Alarms,
Tickets, Performance counters etc. on a daily basis to feed the CAN tool to predict the faults. Since,
CAN Release 5.5 deployment is entirely moved to Kubernetes platform, we have two options to
expose SFTP service to customers.

a. Traditional SFTP service on a VM (Virtual Machine)

b. SFTP service on Kubernetes
This document completely focuses on Option (b). SFTP on Kubernetes helps both cloud based and
on-premises based deployment to avoid procuring a new VM just for SFTP purpose.

2. Prerequisites

Before moving forward with the installation of SFTP service on Kubernetes platform, there should be
load balancer which must be procured separately. This load balancer IP or host must be used to
expose the SFTP Kubernetes service with a service type as “LoadBalancer”.

In case of cloud based deployment, there are load balancers which are available for a small cost on
Cloud service providers like AWS, Azure, and GCP etc.

In case of on-premise deployment, the vendor’s IT team need to internally setup a load balancer and
provide us the IP or Host name of that load balancer.

3. SFTP on kubernetes
3.1.Storage Space

Before setting up SFTP, we would need a storage space for files being uploaded. For this, we need a
PersistenceVolumeClaim (PVC) of whatever size desired for that project. A sample of PVC
configuration which creates a PVC named “sftp-storage” is mentioned below:

PersistentVolumeClaim
vl

sftp-storage

<namespace>

ReadWriteMany

<pvc_disk_size>
<storage_class>

Fill up the placeholders in <> with the appropriate values:
a. <namespace> - Replace this with the namespace or project name

b. <pvc_disk_size> - PVC disk size
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c. <storage_class> - Storage class name available in the deployment

3.2.Password Encryption

SFTP needs a user and password for file upload. This needs to be created beforehand. The
command to generate encrypted password which the SFTP server can use and authenticate the user
who logs in is given below. Please make sure that docker command line client is available on that
machine.

‘ echo -n “<string_escaped_password>" | docker run -i --rm atmoz/makepasswd --crypt --clearfrom=-

Example: (If password is Avanseus$0)

‘ echo -n "Avanseus\$0" | docker run -i --rm atmoz/makepasswd --crypt --clearfrom=-

The above mentioned command would print out the encrypted password.
3.3. YAML Configuration

A YAML configuration creates three things:
a. Secrets with SSH keys & initial user information for login.
b. Deployment configuration which runs SFTP process as a pod.

c. Service configuration which exposes SFTP as a service over a Load balancer.

Secret
vl

sftp-secrets

"-----BEGIN OPENSSH PRIVATE KEY-----\n
b3BIbnNzaC1rZXktdjEAAAAABG5VvbMUAAAAEDMOUZQAAAAAAAAABAAAAMWAAAALZC2gtZW
QYNTUXOQAAACDdLIBSULFMXG80XTkyk0T983KHN1pXXOXEErHFZIgOAAAALjSy/hsOsv4
bAAAAALzc2gtZWQYNTUXOQAAACDIILIBSULFMXG80XTkyk0T983KHN1pXXOXEErHFZIgOA
AAAEBCcvV8F+X72Y24Bg3fhtf/HnkIQxGAIB4uocfzUIXJEIOFOsgFK4sUxchyhdOTKTRP3
zcoc3WIdc7EQSscVKIDQAAAAMGF2YW5zZXVzdGVjaG5vbGO9naWVzQEF2YW5zZXVzcyINYW
NCb29rLVByby5sb2NhbAECAWQF\n-----END OPENSSH PRIVATE KEY-----\n"

b3BIbnNzaC1rZXktdjEAAAAABGS5vbMUAAAAEbMOUZQAAAAAAAAABAAACFWAAAAdzZc2gten
NhAAAAAWEAAQAAAQEA4yirOgpPpcseFMHZMY EPJclxhdx/XOm2pY TImIGgc1IMKYJLQD4AT
C4xkblj/l0gl4AXeHs225/3P2YvaYHuM7wdabzG/yEwSouehkTA8zKG8MuFUvZOZhKiVwb
iyZP+YwwPf/1kdfvPtO2XgPaY9/drjFtM2inz9JxZ3jY ZoaOqL2jOgRFtdIOrkuhIR8zZS
Kw6tqaGBN+vWPCQnkpmNUyJiQBhKUHvQ1v4UMSLvrndkQbErsjaQVYAQZY12+82XtZ+eO
Qb1DumkvblbmmO01k51PHCC8wjDXQppONTzgZZ474XhtnpyoSyk1BI6iS1sqvPLQbb0t5DU
9IKIb7X8QbYNogwfu6sXZafGDG5EV3pwLK/y8VWUO05E1vle6/WG3bNR2k5UGCjLasmhoSC1
112mHtjto5i0OevipCaD3pij1CrbJHCI/MRpUIfOY +YWERZqUTaPNd9LHxyVUukMvxC3+ELI
r9godwpl3TbpoG1llIKpes+lIngMWMK9raxcLEXE6cn7x7L12ndobT31A8Y5XG0Ou/zSd/MC
z2fibcMNBOGcsP7a30Yh1g7Ye7PnGpCrt+ngJIZDABTSZR05tqV8oD/FIPvBbafJoMkb7R
OcE9dNarOF1FIURNQliggNLY1vNDbS+CqvyaRKV4dF2moBB1kJYttlyufQYmvxW9or8vg6U
SAAAdojkdI/45HSP8AAAAHC3NOLXJzY QAAAGEA4yirOgpPpcseFMHZMYEPJcixhdx/X0m?2
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pPYTIMIGgcIMKY JLQD4ATC4xkblj/l0gl4AXeHs225/3P2YvaYHuM7wdabzG/yEwSouehkT
A8zKG8MuFUvZOZhKiVwbiyZP+YwwPf/1kdfvPtO2XgPaY9/drjFtM2inz9JxZ3jY ZoaOgL 26Brir
JXVGYHb/J7srjTnvUBFWvYyWZ2GRwWLGVWS1gCan/mFEijVY403eK3POLRINT33JMHEOED+Z
137Z2g7myy+gRVegdarUIkWIKNnOj/TfOYDMP4MBmp+c9HfAAE6OkzvkZFz072J80RSsySVn
IDfXyjBx5ZiscAlqgvlaEBCBKw14DE2JOkWVRpeFtBTJuG2fbkhiXpDmHGmelZ20sgmwCCl
NzjaHNRws5DwdbY+hVOqEdwZXclJC6tWkzYPUTdeLpQ1DRtFChQcbhw8ZtvnmOmD7Qo/5Y3
xvXBoyLKNIJWV2JOMRAAABAQCIqEXXF/j2P13gmSp4RAuUY 1LuQ2XcX68i6/yleVVEUNCWG
+ePmh2nmL88kxNSqB8u2zdSNuKdFNW2zphBNIat9XAQHHenEVGHNZ3tD2UxjFIM6PWC71q
en3KwGLsquj5Tp/EvDrvwwQCHFrsb1dWx/45X8FVNuzZayewVFaw6jnT8agWhtlQf0lug21T
gf5KWc8vLSVZLQ1IQ6E5QVAPN4AKWOOSWIWRY sHNjJIEKOWNO/ayBBX0goDWmMhOFNKAb+T
[zZ2uYYR00XIzjXYf3Ti3iYD9aC57YU9zYWXtIDNotad+7GDNdjkO8tp6 TeQ09+WscFzMbp\n-----END OPENSSH PRIVATE KEY-----\n"
"testuser:PXG4dAmHQOFRM:e:1001:100:alarms\n"

Deployment
apps/vl

sftp
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sftp

sftp

sftp
<service_account_name>
sftp-container-key
sftp-secrets
sftp-host-key
sftp-secrets
sftp-user-conf

sftp-secrets
sftp-store

sftp-storage

sftp

TCP
sftp-container-key

letc/sshissh_host_ed25519 key
ssh_host_ed25519 key
sftp-host-key

/etc/ssh/ssh_host_rsa_key
ssh_host_rsa_key
sftp-store
/homef/testuser/
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testuser
sftp-user-conf
[etc/sftp/users.conf
users.conf
‘atmoz/sftp:latest'

Service

vl

sftp

sftp

"LoadBalancer"

<Loadbalancer_IP>

ssh"

sftp

Fill up the information in <> with the appropriate values:

<Loadbalancer_IP> - IP or hostname of the load balancer

<service_account_name> - Service account name where permission is available to run your
pods.

The above mentioned YAML configuration when run in Kubernetes would create:
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a. Secrets

This YAML content mentioned above has 3 secrets. The first two secrets are related to SSH
RSA keys to be stored in the Pod. Even if the Pod restarts, the users who all had logged in
previously, will not have the SSH key changed or would not get a warning of MITM attacks.
Last secret by name “users.conf” content must be list of users line by line with their
necessary information. The format of the content is as follows:

<username>:<encrypted_password>:e:<uid>:<gid>:<initial_directory>\n
Example:

testuserl:xyxyxyxyxy:e:1001:100:alarms\n
testuser2:mnsoshsuss:e:1001:100:tickets\n

SFTP Deployment

This part of the YAML configuration creates the SFTP pod and mounts all the secrets and
PVC to load data.

SFTP service using Load balancer
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As mentioned in the pre-requisites section, once Load balancer IP or Host information is

received, this can be used in the SFTP service configuration to expose the SFTP service
outside the Kubernetes.

In the YAML configuration, <Loadbalancer_IP> must be replaced with appropriate Load
balancer IP.

4. Test SFTP
The SFTP can be tested by using the username & password configured in “users.conf’ and also the
Loadbalancer IP configured in Service YAML.
Example: sftp testuser@10.2.1.187
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